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16.1 Introduction 
As a growing number of communicating devices join the Internet, we will soon face a 
foggy and cloudy world of interconnected smart devices. Cloud systems [1] already 
started to dominate the Internet, with the appearance of things of the Internet of 
Things (IoT) area [2] IoT Cloud systems are formed that still needs a significant 
amount of research. IoT is a rapidly emerging concept where sensors, actuators and 
smart devices are often connected to and managed by cloud systems. IoT environ-
ments may generate a huge amount of data to be processed in the Cloud. To reduce 
service latency and to improve service quality, the paradigm of Fog Computing [5] 
has been introduced, where the data can be kept and processed closed to the user. 
The European Commission is currently in the last phase of reforming the European 
data protection rules, where the main objectives are: to modernize the legal system of 
the European Union (EU) for the protection of personal data to respond to the use of 
new technologies: to strengthen users' influence on their personal data and to reduce 
administrative formalities, and to improve the clarity and coherence of the EU rules 
for personal data protection. To achieve these goals, the Commission created a new 
legislative proposal, called General Data Protection Regulation (GDPR) [3], a regula-
tion that sets out a general EU framework for data protection to replace the currently 
effective Data Protection Directive (DPD) [4]. In IoT Cloud systems, personal data is 
Wiley STM / Editor Buyya, Srirama: Fog and Edge Computing: Principles and Paradigms,  
Chapter 16 / Legal aspects of operating IoT applications in the Fog 
 
2 
page 2 
increasingly being transferred possibly across borders and stored on servers in multi-
ple countries both within and outside the EU. The globalized nature of dataflow calls 
for strengthening the individuals' data-protection rights internationally. This requires 
strong principles for protecting individuals' data, aimed at easing the flow of personal 
data across borders while still ensuring a high and consistent level of protection with-
out loopholes or unnecessary complexity. In these legal documents the Commission 
aims to introduce a single set of rules on data protection. 
The Regulation, unlikely to the former Directive, exceeds its jurisdiction outside of 
the EU and abides by its rules of all the actors that offer services to the EU citizens, 
regardless of their residence. The GDPR also introduces some of the new rights that 
were a natural result of the technological developments, such as data protection by de-
sign and right to be forgotten. However, the technical structure and complexity of the 
IoT and the Fog make it hard to be implemented and as a result, make it hard to com-
ply with the law. For this reason, the importance of “thinking the data protection 
rights of the people from the early phase of the system development”, called as Data 
Protection by Design, is also placed in the Regulation [3]. Data Protection by Design 
aims to reduce possible privacy harms that Fog applications may cause by combining 
it with the Data Protection Impact Assessment and the Data Protection Enhancing 
Technologies. 
In this chapter we classify Fog/Edge/IoT applications, analyze the latest restrictions 
introduced by the GDPR, and discuss how these legal constraints affect the design and 
operation of IoT applications in Fog and Cloud environments. 
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16.2 Related work 
Security concerns for IoT have already been investigated by Escribano [6], who pre-
sented the first opinion [7] of the Article 29 Data Protection Working Party (WP29) in 
this regard. They stated in this report that it is crucial to identify and realize which 
stakeholder is responsible for data protection. WP29 named the following challenges 
concerning privacy and data protection: lack of user control, low quality of user con-
sent, secondary uses of data, intrusive user profiling, limitations for anonymous ser-
vice usage, and communication- and infrastructure-related security risks. 
Yi et al. [8] further extended these concerns with respect to Fog Computing. They 
presented a survey, in which they argue that secure and private data computation 
methods are needed, and privacy need to be addressed in three dimensions: data, us-
age and location privacy. As Fog nodes can be geographically distributed it is even 
more difficult to track and monitor data and its location in real time. Furthermore, 
when distributed and processed data is merged, the integrity of the data should be 
guaranteed. Fog node can also track end user devices to support mobility (location 
awareness) that may be a game changing factor for location-based services and appli-
cations. This puts location privacy of the user at risk, and therefore appropriate loca-
tion preserving privacy mechanisms must be employed. From security perspective, 
man-in-the-middle attack has a high potential to become a typical attack in Fog Com-
puting. In this attack, nodes serving as Fog devices may be compromised or replaced 
by fake ones. Traditional anomaly detection methods can hardly expose man-in-the-
middle attack without noticeable features of this attack collected from the Fog [9]. 
Mukherjee et al. further detailed these challenges in [10]. They envisaged a three-tier 
fog architecture, where communication is performed through three interfaces: fog-
cloud, fog-fog and fog-things. They stated that secure communication is a key issue, 
Wiley STM / Editor Buyya, Srirama: Fog and Edge Computing: Principles and Paradigms,  
Chapter 16 / Legal aspects of operating IoT applications in the Fog 
 
4 
page 4 
and privacy-preserving data management schemes are needed. They mentioned, but 
did not detail legislation challenges, which is the aim of this chapter. 
16.3 Classification of Fog/Edge/IoT applications 
 
In the past decade we experienced an evolution in Cloud Computing: the first clouds 
appeared in the form of a single virtualized datacenter, then broadened into a larger 
system of interconnected, multiple datacenters. As the next step, cloud bursting tech-
niques were developed to share resources of different clouds, then cloud federations 
[11] were realized by interoperating formerly separate cloud systems. There were var-
ious reasons to optimize resource management in such federations: to serve more us-
ers simultaneously, to increase quality of service, to gain higher profit from resource 
renting, or to reduce energy consumption or CO2 emissions. Once these optimization 
issues were addressed and mostly solved, further research directions started to use 
clouds to support newly emerging domains, such as the Internet of Things. In the case 
of IoT systems, data management operations are better placed close to their origins, 
thus close to the users, which resulted in better exploiting the edge devices of the net-
work. 
Finally, as the latest step of this evolution the group of such edge nodes 
formed the fog. Dastjerdi and Buyya defined fog computing as a distributed paradigm 
[5], where cloud storage and computational services are performed at the network 
edge. This new paradigm enables the execution of data processing and analytics appli-
cation in a distributed way, possibly utilizing both cloud and near-by resources. The 
main goal is to achieve low latency, but it also brings novel challenges in real-time 
analytics, stream processing, power consumption and security. 
Concerning IoT application areas Want et al. [12] set up three categories to 
classify them: (i) Composable systems, built from a variety of nearby interconnected 
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things; (ii) Smart cities, utilities of modern cities such as a traffic-light system capable 
of sensing the location and density of cars in the area; (iii) Resource conservation ap-
plications, used for monitoring and optimization of resources such as electricity and 
water. Atzori et al. [13] proposed a survey and identified five domains: transportation 
and logistics, healthcare, smart environments (home, office, plant), personal and so-
cial, finally futuristic domains. In this chapter we do not aim to classify all application 
fields, but to define certain architectures that fit most application cases involving 
cloud, IoT and fog utilization, to enable further investigations concerning security and 
privacy. 
From this discussion we can see that the collection, aggregation and pro-
cessing of user data can be done is various ways. Figure 16.1. presents an architecture, 
where certain data flows can be examined. 
In the next section we summarize legislation affecting these tasks, and later we 
give guidelines on how to comply with such regulations in the identified cases. 
 
Figure 16.1. Data management in fog environments. 
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16.4 Restrictions of the GDPR affecting Cloud, Fog 
and IoT applications 
The European Union is currently in the last phase of reforming the European data pro-
tection rules, where the main objectives are: to modernize the EU legal system for the 
protection of personal data to respond to the use of new technologies; to strengthen 
users' influence on their personal data and to reduce administrative formalities; and to 
improve the clarity and coherence of the EU rules for personal data protection. To 
achieve these goals, the Commission created a new legislative proposal, called Gen-
eral Data Protection Regulation a Regulation (GDPR) [3] that sets out a general EU 
framework for data protection to replace the currently effective DPD.  Personal data is 
increasingly being transferred across borders and stored on servers in multiple coun-
tries both within and outside the EU. The globalized nature of data-flows calls for 
strengthening the individuals’ data protection rights internationally. This requires 
strong principles for protecting individuals’ data, aimed at easing the flow of personal 
data across borders while still ensuring a high and consistent level of protection with-
out loopholes or unnecessary complexity. According to the Article 8(1) of the Charter 
of Fundamental Rights of the European Union (the ‘Charter’) and Article 16(1) of the 
Treaty on the Functioning of the European Union (TFEU), the protection of natural 
persons in relation to the processing of personal data is a fundamental right. But the 
GDPR states that this is not an absolute right, it must be considered in relation to its 
function in society and be balanced against other fundamental rights.  
Because of new challenges for the protection of personal data like rapid tech-
nological developments and globalization, the scale of the collection and sharing of 
personal data increased significantly. Both private companies and public authorities 
can use of personal data on an unprecedented scale in order to pursue their activities 
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and beside that, natural persons increasingly make personal information available 
publicly and globally. Therefore, the European Union makes an emphasis on develop-
ment of digital economy inside of the internal market with the free flow of the per-
sonal data without any barriers, but in frame of a coherent and strong data protection. 
The protection of individuals should be technologically neutral so it does not depend 
on the techniques used; otherwise this would create a serious risk of circumvention. 
16.4.1 Definitions and terms in the GDPR 
The new data protection framework of the EU called GDPR [3] contains new rules 
and tools to fulfil these goals. It will enter into force on May 2018 and from that time 
the level of protection of the rights and freedoms of individuals with regard to the pro-
cessing of such data would be equivalent in all Member States. In the following we 
gather the newly introduced, relevant terms and rules of the GDPR, and later we ana-
lyze them with the operational aspects of Fog computing. 
Personal data. It could be any information relating to an identified or identifia-
ble natural person such as name, identification number, location data and online iden-
tifier or to one or more indicators specific to the physical, physiological, genetic, men-
tal, economic, cultural or social identity of that natural person.  
Data subject. A natural person, who is identified or identifiable. The identifia-
ble natural person is one who can be identified, directly or indirectly, in particular by 
reference to his or her personal data. 
Controller. A natural or legal person, public authority, agency or other body 
can play this role. This new element under the GDPR is that the controller determines 
also the conditions of the processing of personal data.  
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Processor. It is also an important actor, who is also a natural or legal person, 
public authority, agency or other body could be, which processes personal data on be-
half of the controller. 
Pseudonymization. It is a new term, which means the processing of personal 
data in such a manner that the personal data can no longer be attributed to a specific 
data subject without the use of additional information, provided that such additional 
information is kept separately and is subject to technical and organizational measures 
to ensure that the personal data are not attributed to an identified or identifiable natu-
ral person. 
Limitation. What has a great importance among the principles relating to per-
sonal data processing is the limitation. Purpose of the collection, the quality of the 
data and the duration of the storage are all limited based on their necessity. New ele-
ments are in particular the transparency principle, the clarification of the data minimi-
zation principle and the establishment of a comprehensive responsibility and liability 
of the controller. 
Consent. In order for personal data processing to be lawful, it has to be on the 
basis of the consent of the data subject for one or more specific purposes. The pro-
cessing should be necessary for the performance of a contract in which the data sub-
ject is party or in order to take steps at the request of the data subject prior to entering 
into a contract. More specifically: 
 processing is necessary for compliance with a legal obligation of the 
controller; 
 processing is necessary in order to protect the vital interests of the data 
subject; 
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 processing is necessary for the performance of a task carried out in the 
public interest or in the exercise of official authority vested in the con-
troller; 
 processing is necessary for the purposes of the legitimate interests pur-
sued by a controller, except where such interests are overridden by the 
interests or fundamental rights and freedoms of the data subject which 
require protection of personal data, in particular where the data subject 
is a child. This shall not apply to processing carried out by public au-
thorities in the performance of their tasks. 
Regarding the conditions for consent, the data subject shall have the right to withdraw 
his or her consent at any time. In this case, the lawfulness of the former processing 
should not be affected by the withdrawal of consent. Consent shall not provide a legal 
basis for the processing, where there is a significant imbalance between the position 
of the data subject and the controller. In order to have one single and consistent defi-
nition, the GDPR contains that “consent” means any freely given, specific, informed 
and unambiguous agreement of the data subject to the processing of personal data re-
lating to him or her. It could be given either by a statement or by a clear affirmative 
action. So it should be given explicitly by any appropriate method enabling a freely 
given specific and informed indication of the data subject's wishes. Therefore, silence 
or inactivity should not create the consent. Consent has to cover all processing activi-
ties carried out for the same purpose. The processing of the personal data of a child 
shall be lawful where the child is at least 16 years old and after his or her consent was 
given. Where the child is below the age of 16 years, such processing shall be lawful 
only if the consent was given or authorized by the holder of parental responsibility 
over the child. 
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Right to be forgotten. The GDPR further elaborates and specifies the data sub-
ject's right of erasure and provides the conditions of the right to be forgotten, when 
the data are no longer necessary in relation to the purposes for which they were col-
lected or otherwise processed. Another case is when the data subject withdraws con-
sent on which the processing is based, or when the storage period consented to has ex-
pired, and where there is no other legal ground for the processing of the data. This 
means the obligation of the controller which has made the personal data public to in-
form third parties to erase any links to, or copy or replication of that personal data. In 
relation to a third party publication of personal data, the controller should be consid-
ered responsible for the publication, where the controller has authorized the publica-
tion by the third party. The controller shall carry out the erasure without delay, but 
there are some exceptions when the retention of the personal data is necessary e.g. for 
exercising the right of freedom of expression or for reasons of public interest in the 
area of public health; for historical, statistical and scientific research purposes etc. 
Where the erasure is carried out, the controller shall not otherwise process such per-
sonal data. 
This right is particularly relevant, when the data subject has given their con-
sent as a child, when not being fully aware of the risks involved by the processing, 
and later wants to remove such personal data especially from the Internet. 
Data portability. The GDPR introduces the data subject's right to data portabil-
ity, i.e. to transfer data from one electronic processing system to, such as a social net-
work, into another, without being prevented from doing so by the controller. As a pre-
condition and in order to improve access of individuals to their personal data, it pro-
vides the right to obtain from the controller those data in a structured and commonly 
used electronic format. This option could apply where the data subject provided the 
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data to the automated processing system, based on their consent or in the performance 
of a contract. 
16.4.2 Obligations defined by the GDPR 
The data subject has the right to object a measure based on profiling solely on auto-
mated processing intended to evaluate certain personal aspects relating to this natural 
person or to analyze or predict in particular the natural person's performance at work, 
economic situation, location, health, personal preferences, reliability or behavior. 
Obligations of the controller. The GDPR introduces the obligation on control-
lers to provide transparent, easily accessible and understandable information, inspired 
in particular by the Madrid Resolution on international standards on the protection of 
personal data and privacy (Madrid Resolution, 2009). Another obligation of the con-
troller is to provide procedures and mechanism for exercising the data subject's rights, 
including means for electronic requests, requiring response to the data subject's re-
quest within a defined deadline (at the latest within one month of receipt of the re-
quest), and the motivation of refusals. 
There is information obligation of the controller towards the data subject, too. 
The controller shall provide all the information about: 
a) the identity and the contact details of the controller and, where applica-
ble, of the controller's representative; 
b) the contact details of the data protection officer, where applicable; 
c) the purposes of the processing for which the personal data are intended 
as well as the legal basis for the processing; 
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d) where the processing is necessary for the purposes of the legitimate in-
terests, about the legitimate interests themselves pursued by the con-
troller or by a third party; 
e) the recipients or categories of recipients of the personal data, if any; 
f) where applicable, the fact that the controller intends to transfer per-
sonal data to a third country or international organization and the exist-
ence or absence of an adequacy decision by the Commission. 
There are some additional pieces of information, which shall be given by the con-
troller like the storage period; the right to withdraw the consent any time; access to 
and rectification or erasure of personal data or restriction of processing concerning the 
data subject or to object to processing as well as the right to data portability; the right 
to lodge a complaint with a supervisory authority and the existence of automated deci-
sion-making including profiling as well as the significance and the envisaged conse-
quences of such processing for the data subject. The data subject could request a con-
firmation from the controller at any time, whether or not personal data relating to the 
data subject are being processed. 
Data protection by design and by default. To ensure privacy and data security, 
the GDPR introduces a new term called data protection by design (or privacy by de-
sign in the draft proposal of the GDPR). It means that the controller shall, both at the 
time of the determination of the means for processing and at the time of the pro-
cessing itself, implement appropriate technical and organizational measures and pro-
cedures considering the state of the art and the cost of implementation, in such a way 
that the processing will meet the requirements of the GDPR and ensure the protection 
of the rights of the data subject. Such measures should include minimizing the pro-
cessing of personal data, and applying pseudonymization on the personal data as soon 
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as possible. The appropriate system should also enable the data subject to monitor the 
data processing, and the controller to create and improve security features. This prin-
ciple and the named measures are particularly important in designing Fog environ-
ments. These measures shall be steps to protect personal data against accidental or un-
lawful destruction or accidental loss and to prevent any unlawful forms of processing 
in particular any unauthorized disclosure, dissemination or access, or alteration of per-
sonal data. We further detail these issues in the next section.  
Regarding to the state of the art and the cost of implementation, the controller 
shall, both at the time of the determination of the means for processing and at the time 
of the processing itself, implement appropriate technical and organizational measures 
and procedures in such a way that the processing will meet the requirements of the 
GDPR and ensure the protection of the rights of the data subject. 
Articles 26 and 27 address some of the issues raised by Cloud Computing, 
more specifically from Cloud Federations. While these provisions do not indicate 
whether outsourcers are joint data controllers, they acknowledge the fact that there 
may be more than one data controller. The provision of the GDPR clarifies the re-
sponsibilities of joint controllers as regards their internal relationship and towards the 
data subject. Where a controller determines the purposes, conditions and means of the 
processing of personal data jointly with others, the joint controllers shall determine 
their respective responsibilities for compliance with the obligations under the GDPR, 
by means of an arrangement between them. 
Those controllers or processors, who are not established in the Union, have an 
obligation to designate a representative in the EU in a written form, where the GDPR 
applies to their processing activities. The exceptions are when the data processing is 
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occasional and includes not special categories of data or when the controller is a pub-
lic authority or body. The representative should act on behalf of the controller or pro-
cessor and may be addressed by any supervisory authority. 
The main establishment of a controller in the EU should be determined ac-
cording to objective criteria and should imply the effective and real exercise of man-
agement activities determining the main decisions as to the purposes, conditions and 
means of processing through stable arrangements. Only the presence and use of tech-
nical means and technologies for processing personal data do not constitute such main 
establishment themselves and are therefore no determining criteria for a main estab-
lishment. The main establishment of a controller or a processor should be the place of 
its central administration in the EU and implies the effective and real exercise of ac-
tivity through stable arrangements according to the GDPR. 
Obligations of the Processor. The GDPR also clarifies the position and obliga-
tion of processors adding new elements, including that a processor who processes data 
beyond the controller's instructions is to be considered as a joint controller. The Regu-
lation requires that the controller shall use only processors providing sufficient guar-
antees to implement appropriate technical and organizational measures in such a man-
ner that processing will meet ensure the protection of the rights of the data subject. 
The processor shall not apply another processor without prior specific or general writ-
ten authorization of the controller. 
The carrying out of processing by a processor shall be governed by a written 
contract or other legal act including in electronic form, binding the processor to the 
controller and stipulating in particular that the processor shall: 
 act only on instructions from the controller, in particular, where the 
transfer of the personal data used is prohibited; 
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 employ only staff who have committed themselves to confidentiality or 
are under a statutory obligation of confidentiality; 
 take all required measures; 
 enlist another processor only with the prior permission of the control-
ler; 
 insofar as this is possible given the nature of the processing, create in 
agreement with the controller the necessary technical and organiza-
tional requirements for the fulfilment of the controller’s obligation; 
 assist the controller in ensuring compliance with the obligations; 
 at the choice of the controller, deletes or returns all the personal data to 
the controller after the end of the provision of services relating to pro-
cessing, and deletes existing copies unless EU or Member State law re-
quires storage of the personal data; 
 make available to the controller and the supervisory authority all infor-
mation necessary to control compliance with the obligations laid down 
in the GDPR. 
This contract or legal act should contain in whole or in part, on standard con-
tractual clauses, including when they are part of a certification granted to the control-
ler or processor in accordance with the provisions of the GDPR regarding the certifi-
cation. The European Commission could lay down additional standard contractual 
clauses. 
The controller and the processor shall document in writing the controller's in-
structions and the processor's obligations. The processor shall be considered to be a 
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controller in respect of that processing and shall be subject to the rules on joint con-
trollers, if a processor processes personal data other than as instructed by the control-
ler. 
GDPR introduces the obligation for controllers and processors to maintain a 
record of processing operations under their responsibility in written and in electronic 
form, instead of a general notification to the supervisory authority required by the for-
mer Directive of the EU. It shall contain some relevant information such as the pur-
pose of the data processing, the name and contact details of the controller or the pro-
cessor and description of the categories of data subjects and of the categories of per-
sonal data, etc.  
The GDPR introduces an obligation to notify personal data breaches, building 
on the personal data breach notification in Article 4(3) of the e-privacy Directive 
2002/58/EC. Moreover, the former DPD provided for a general obligation to notify 
processing of personal data to the supervisory authorities, which notification could 
create administrative and financial burdens. According to the Commission, this gen-
eral obligation should be replaced by effective procedures. Therefore, the new Regu-
lation introduces a new element, namely the obligation of controllers and processors 
to carry out a data protection impact assessment prior to risky processing operations, 
which could present specific and high risks to the rights and freedoms of data subjects 
by virtue of their nature, their scope or their purposes. According to the GDPR the 
following processing operations in particular present specific risks: 
 “a systematic and extensive evaluation of personal aspects relating to 
natural persons which is based on automated processing, including pro-
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filing, and on which decisions are based that produce legal effects con-
cerning the natural person or similarly significantly affect the natural 
person; 
 processing on a large scale of special categories of data or of personal 
data relating to criminal convictions and offences; 
 a systematic monitoring of a publicly accessible area on a large scale.” 
About those processing operations which require data protection impact as-
sessment, a public a list should be created by the supervisory authority. The impact 
assessment shall contain at least: 
 a detailed description of the envisaged processing operations and the 
purposes of the processing, including, where applicable, the legitimate 
interest pursued by the controller; 
 an assessment of the necessity and proportionality of the processing 
operations in relation to the purposes; 
 an assessment of the risks to the rights and freedoms of data subjects; 
 the measures envisaged to address the risks, including safeguards, se-
curity measures and mechanisms to ensure the protection of personal 
data and to demonstrate compliance with the GDPR taking into ac-
count the rights and legitimate interests of data subjects and other per-
sons concerned. 
This provision should in particular apply to newly established large scale fil-
ing systems, which aim at processing a considerable amount of personal data at re-
gional, national or supranational level and which could affect a large number of data 
subjects. 
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The GDPR contains that the controller shall consult the supervisory authority 
prior to processing where a data protection impact assessment indicates that the pro-
cessing would result in a high risk in the absence of measures taken by the controller 
to mitigate the risk, building on the concept of prior checking in Article 20 of DPD. 
The new Regulation, based on Article 18(2) of DPD, introduces also the func-
tion of a mandatory data protection officer, who should be designated when the pro-
cessing carried out for the public sector or for large enterprises, or where the core ac-
tivities of the controller or processor consist of processing operations which require 
regular and systematic monitoring or consist of processing on a large scale of special 
categories of data. The data protection officer may be employed by the controller or 
processor, or fulfil his or her tasks on the basis of a service contract. 
Article 40 concerns codes of conduct, building on the concept of Article 27(1) 
of DPD, clarifying the content of the codes and the procedures. The Member States, 
the Commission, the supervisory authorities and the Board shall encourage, in partic-
ular at European level, the establishment of data protection certification mechanisms 
and of data protection seals and marks, allowing data subjects to quickly assess the 
level of data protection provided by controllers and processors. The monitoring of 
compliance with a code of conduct may be carried out by a body which has an appro-
priate level of expertise in relation to the subject-matter of the code and is accredited 
for that purpose by the competent supervisory authority. 
16.4.3 Data transfers outside the EU 
Data transfer to third countries. The Chapter V of the GDPR contains the rules for 
transfers of personal data to third countries or international organizations. According 
to the new provisions, transfer could be carried out only when an adequate level of 
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protection is ensured by the third country, or a territory or a processing sector within 
that third country, or international organization in question. The new provision now 
confirms explicitly that the European Commission is in the position to decide whether 
this adequate level of protection is provided by a territory or a processing sector 
within a third country. 
The criteria which shall be taken into account for the Commission’s assess-
ment of an adequate or not adequate level of protection include expressly the rule of 
law, respect for human rights and fundamental freedoms, relevant legislation and in-
dependent supervision. It is also important that the international commitments the 
third country or international organization concerned has entered into, or other obliga-
tions arising from legally binding conventions or instruments as well as from its par-
ticipation in multilateral or regional systems, in particular in relation to the protection 
of personal data. 
Where the Commission decides that an adequate level of protection is ensured 
a so called implementing act shall create for a mechanism for a periodic review, at 
least every four years, which shall take into account all relevant developments in the 
third country or international organization. The Commission has the duty to monitor 
these developments. 
A list of those third countries, territories and processing sectors within a third 
country and international organizations, where it has decided that an adequate level of 
protection is or is not ensured, should be published by the Commission in the Official 
Journal of the European Union. 
When no such an adequacy decision has been adopted by the Commission, the 
GDPR requires for transfers to third countries, to provide appropriate safeguards, in 
particular: 
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 a legally binding and enforceable instrument between public authori-
ties or bodies; 
 binding corporate rules; 
 standard data protection clauses adopted by the Commission or by a 
supervisory authority; 
 an approved code of conduct together with binding and enforceable 
commitments of the controller or processor in the third country to ap-
ply the appropriate safeguards, including as regards data subjects' 
rights; or 
 an approved certification mechanism together with binding and en-
forceable commitments of the controller or processor in the third coun-
try to apply the appropriate safeguards, including as regards data sub-
jects' rights. 
The GDPR explicitly provides for international co-operation mechanisms for 
the protection of personal data between the Commission and the supervisory authori-
ties of third countries like mutual assistance. 
The draft version of the GDPR contained provisions for that case, if the Com-
mission decided the adequate level was not ensured in a third country or a territory 
etc. third country or a territory within that third country, or the international organiza-
tion, any transfer of personal data to that place in question should be prohibited. In 
this case, the Commission should enter into consultations with this third country or in-
ternational organization to remedying the situation resulting from this inadequacy de-
cision. Such statement of the Commission is missing from the final version of the 
GDPR. 
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In the absence of an adequacy decision or of appropriate safeguards, including 
binding corporate rules, a transfer or a set of transfers of personal data to a third coun-
try or an international organization shall take place only on one of the following con-
ditions: 
a) the data subject has explicitly consented to the proposed transfer, after 
having been informed of the possible risks of such transfers for the 
data subject due to the absence of an adequacy decision and appropri-
ate safeguards; 
b) the transfer is necessary for the performance of a contract between the 
data subject and the controller or the implementation of pre-contractual 
measures taken at the data subject's request; 
c) the transfer is necessary for the conclusion or performance of a con-
tract concluded in the interest of the data subject between the controller 
and other natural or legal person;  
d) the transfer is necessary for important reasons of public interest; 
e) the transfer is necessary for the establishment, exercise or defense of 
legal claims; 
f) the transfer is necessary in order to protect the vital interests of the data 
subject or of other persons, where the data subject is physically or le-
gally incapable of giving consent; 
g) the transfer is made from a register which according to Union or Mem-
ber State law is intended to provide information to the public and 
which is open to consultation either by the public in general or by any 
person who can demonstrate a legitimate interest, but only to the extent 
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that the conditions laid down by Union or Member State law for con-
sultation are fulfilled in the particular case. 
The controller shall inform the supervisory authority of the transfer. The con-
troller shall, in addition to providing the information to the data subject of the transfer 
and on the compelling legitimate interests pursued. 
Remedies, liability, sanctions. The Regulation contains provisions for reme-
dies, liability and sanctions. The new Regulation concerns the right to a judicial rem-
edy against a controller or processor, providing a choice to go to court in the Member 
State where the defendant is established or where the data subject has his or her habit-
ual residence, unless the controller or processor is a public authority of a Member 
State acting in the exercise of its public powers. 
If material or non-material damage was caused by an infringement of the 
GDPR, the controller or processor shall provide compensation for the damage suf-
fered. One of the possible penalties could be administrative fines; besides that, other 
penalties should be laid down by the Member States. 
16.4.4 Summary 
As a summary, due to the legal nature of a regulation under EU law, the GDPR will 
establish a single rule that applies directly and uniformly. EU regulations are the most 
direct form of EU law. A regulation is directly binding upon the Member States and is 
directly applicable within the Member States. As soon as a regulation entered into 
force, it automatically becomes the part of the national legal system of each Member 
State and it is not allowed to create a new or different legislative text by each Member 
State. Contrarily, EU directives are flexible tools of the EU legislation; they are used 
to harmonize the different national laws in-line with each other. Directives prescribe 
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only an end result that must be achieved by every Member State; the form and meth-
ods of implementing the principles included in a directive are a matter for each Mem-
ber State to decide for itself. Each Member State must implement the directive into its 
legal system, but can do so in its own words. A directive only takes effect through na-
tional legislation that implements the measures. 
We revealed in a former work on Cloud federations [14] that according to the 
Article 4 of the current DPD, the location of the data controller's establishment deter-
mined the national law applicable, which could be variable as we have seen in spe-
cific cloud use cases. However, the GDPR with its unified rules after entering into 
force must be applied in every Member State in the same way, so there would be and 
could be not discrepancy among them. Moreover, where the national law of a Mem-
ber State applies by virtue of public international law, this Regulation should also ap-
ply to a controller not established in the EU, such as in a Member State's diplomatic 
mission or consular post. (Preamble (22) of GDPR). 
In the next section we further detail the data protection by design principle, 
and discuss its implementation needs and its possible causes. 
16.5 Data protection by design principles 
The Privacy by Design (PbD) concept was comprehensively explained in the 
90’s by Ann Cavoukian who is the former Information and Privacy Commissioner for 
the Canadian province of Ontario. Her philosophy received high level of attention not 
only from the privacy scholars but by the legislators, too. Such that, Article 25 was 
placed into the GDPR which legally binds the data controllers to take several tech-
nical and organizational measures to comply with the related law. The GDPR uses the 
title “Data Protection by Design (DPbD)” as it focuses only on the data protection, 
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however, there is no difference between the two terms both in the legal and practical 
meaning. We will also follow the GDPR’s notion in this chapter. 
Cavoukian [15] uses Fair Information Practices Principle as a basis for the 
DPbD principles. These principles could, as could be found in the GDPR too, be 
counted as follow: data minimization; data retention and data usage limit (purpose 
specification); individual consent; notice responsibility (transparency); stored data se-
curity; right to access to own personal data; and accountability. Her solution for the 
serious privacy risks in the highly growing technological environment foresees to de-
velop such systems that are not interrupted by the privacy rules, but to make these 
rules an integral part of the “organizational priorities, project objectives, design pro-
cesses, and planning operations”. In order to do that, the DPbD philosophy should be 
adopted from the beginning of the system design [16], and should follow the system’s 
life-cycle until it becomes useless. Today, system design does not only mean the tech-
nical part of the system creation, such as code developing. Many different technologi-
cal solutions offered by the IT companies consider organizational aspects to the legal 
compliances, during the system design. For this reason, it is possible to say that the 
concept of the DPbD is in relation with both legal and technical, as well as organiza-
tional aspects. It is legal, because the legal developments trigger the adoption of the 
DPbD. It is organizational, because it means self-assessment, self-regulation and self-
reaction to reach the privacy-friendly technologies. It is technical, because as a result 
of the legal requirements and the organizational planning, tangible steps are required 
towards privacy-friendly systems. This step generally requires technical solutions to 
involve with the system, which are called as the Privacy Enhancing Technologies 
(PETs). Through PETs, the DPbD becomes visible by the end-user. Altogether, DPbD 
means to draw the map of the personal data collection, usage, transmission, access, 
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storage, shortly any processing activity, as well as the business models behind the per-
sonal data, and taking the necessary technical safeguards to ensure security of the data 
in a certain system that reduces users’ data protection concerns. 
16.5.1 Reasons for adopting data protection principles 
Before we go into the details, one may ask the reason why to adopt DPbD principles. 
Firstly, if data protection is a fundamental right and if it should be taken into account 
from the beginning of the system design, then, the DPbD concept is the one that can 
create the “data protection first” [17] culture. This culture leads the company to gain 
user trust. Whenever the Internet users share personal data online, they trust the prom-
ises of the service providers on data collection, usage, storage and safety. Only with 
user trust the Internet economy can grow [18] because more DPbD friendly systems 
will be used by more people [19]. This might be one of the reason why Apple grows, 
because “at Apple, our trust means everything to them” and “that’s why they respect 
our privacy and protect it with strong encryption…” [20] and other techniques.  
Secondly, the organizations will fully comply with the legal obligations so 
they will not be faced with huge amount of fines and will not lose money. Similarly, 
as much as possible to foresee the risks, the organizations will spend fewer money to 
fix them than after launching the product [21]. More sanctions lead to more reputation 
loss, either [22]. In addition, the organizations will create data protection culture [23] 
automatically in the company. Moreover, as the technology changes very fast and de-
velop so quickly, it is not easy to control the privacy concerns during the system us-
age. It is necessary to foresee such dangers from the beginning of the basic system de-
sign and simply do the right thing. Additionally, the whole philosophy can contribute 
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to the global data protection which is missing because of different data protection un-
derstanding and implementations.  
Finally, DPbD helps reducing the world data protection asymmetry, power 
games and political conflicts, and promotes free flow of information, national security 
and democracy. It is a philosophy to be embraced against surveillance, misuses and 
illegal uses. Thanks to the globalization and to the Internet, where there is a product 
like Facebook, with the help of the data protection leading countries’ legal pressure 
now everybody benefits from the same data protection shield in the world [16]. 
16.5.2 Privacy protection in the GDPR 
Now, taking a closer look at the principles of the DPbD could give more comprehen-
sive understanding of what exactly is indicated by the DPbD as a privacy protection. 
Regardless of its orders, the first principle appears to be the logic of the whole DPbD 
understanding, which points out the current problem of being unable to fix the data 
leakage once it happens. Interconnected online networks do not seem helpful to fix 
unwanted data disclosures due to the fact that it is not possible to find out all the pos-
sible connections of an online personal data. Once the data is online, it is almost im-
possible to destroy it in the online world. Proactive and Preventative approach to per-
sonal data protection lowers the risk of such disclosures in a way that adopting even 
higher standards than the already known ones, creating privacy network between the 
users and partners, and realizing the privacy-weak points of the systems. From the 
system point of view, this requires to embed privacy into the system’s architecture. 
One of the way to find out what kind of privacy tools exactly to be embedded into the 
systems could be found through the Privacy Impact Assessments. Article 35 of the 
GDPR brings Data Protection Impact Assessment (DPIA) responsibility to the data 
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controllers when data processing is “likely to result in a high risk to the rights and 
freedoms of natural persons”. The fact is that, any system deals with personal data 
carries some level of risk. In order to define the level of risk and take necessary steps, 
DPIA is the first attempt on the way to PDbD and success of the PDbD depends 
highly on a successful DPIA [23]. 
DPIA is a systematic way of assessing the risks that will lead the businesses 
together with their stakeholders and employees to know what and how to handle the 
risks related to data protection in a certain system(s). Target of the DPIA is to help the 
organizations to create complete picture of the personal data collection, storage, us-
age, transfer, and finally managing the risks appearing in these processes. The rela-
tionship between the DPbD and the DPIA is two-folded; they feed each other, because 
in the end, data protection measures and the techniques will be “pro-actively” built 
into the systems. The result of the assessment helps decision-makers to have a plan on 
how to strengthen the data security which directs them to decide on what PETs to im-
plement.  
PETs are perhaps described best in the EU literature especially from the data 
protection point of view:  
“It is a system of Information and Communication Technologies measures 
protecting informational privacy by eliminating or minimizing personal data thereby 
preventing unnecessary or unwanted processing of personal data, without the loss of 
the functionality of the information system” [24]. The PETs are not newly referred in 
the EU data protection literature, however, the GDPR was widened and explained 
(Recital 78) them. They are the technical tools that help organizations to reduce the 
risks appeared through DPIA. These tools are, in general, encryption, email privacy 
tools, anonymization and pseudonymization tools, authentication tools, cookie cutters, 
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The Platform for Privacy Preferences, etc.  The list is non-exhausted, due to the fact 
that privacy protection and especially data protection technology will grow ever faster 
after May 2018, when the GDPR enters into force.  
16.5.3 Data protection by default 
Secured systems combining with the data processing principles consists the 
Privacy by Default or, with the GDPR words, Data Protection by Default (DPbD) 
concept. Basically, DPbD is related to the data minimization principle and orders to 
the data controller to collect as minimum as possible personal data during the ser-
vices. This does not mean to interrupt the system functionality and does not refrain 
the data controllers to collect necessary data to run the system. There might be such 
functions that could only be available if the user shares some of the personal data. 
These functions should not be available to the users without obtaining their consent to 
process the necessary personal data. Indeed, the consent should be given in an in-
formed basis, freely, be specific to the purpose of the specific function, unambiguous 
or explicit (depending on a type of personal data e.g. whether sensitive data or not), 
and should be given with an affirmative action (Recital 32 of the GDPR). The latter 
criterion is called as an opt-in which is more or less same meaning as the privacy by 
default. Opt-in action ensures that the necessary personal data is being collected and 
further data processing activity was left to be decided by the data subjects, manually. 
The data subject should have options to choose between giving consent or leaving 
processing activity out of the functions. It is most probably very significant in the ex-
ample of Facebook in 2008, and Facebook in 2017. If one may remember how creat-
ing an individual Facebook profile was working like, the users were expected to share 
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lots of personal information including sensitive information such as their religion, po-
litical views, nationality, etc. There was no setting available for the users to choose 
whether they would like to display such information on their profile or not (personal 
data management tool). Moreover, the users were not given a choice to restrict whom 
they would like to display their own profile which may include their pictures, posts, 
videos as well as the other information that they gave away during the profile crea-
tion. Since 2014, Facebook has changed its “everything should be public” approach 
to” everything should be private and manageable” approach. Now, besides the default 
privacy settings, Facebook users can manage third party data disclosures, set the pub-
lic-private post rule on the time of posting, and manage whole privacy settings in an 
understandable, user-friendly interface. Altogether, Facebook seems to draw its own 
borders of data collection, usage, and disclosure.  
Creating successful privacy-friendly systems could be possible with coopera-
tion between the stakeholders as well as their cooperation with the individuals. Princi-
ple of Visibility and Transparency advices to create personal data protection policy 
and procedure documents, and to share them with the related entities and individuals. 
In this case, providing comprehensive, understandable and clear information to the in-
dividuals about their rights (Articles 12-23) and the remedies (Articles 77-80, Article 
82 of the GDPR). It is also crucial for the data controllers to inform the Data Protec-
tion Authority (DPA) about these policies because in the end, they will be monitored 
by the DPA whether they are in compliant with the law or not. While the compliance 
is an important issue, all the steps are taken toward to Respect for User Privacy. Ca-
voukian suggests to “keep the design user centric” by providing the necessary tools 
and information to the users to be able to execute their own data self-management. 
The GDPR strengthens many of these tools such as by interpreting the conditions for 
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consent clearly (Article 7), introducing consent mechanism for children (Article 8), 
introducing the Right to be Forgotten (Article 17), and right to data portability (Arti-
cle 20). The companies offer users creative and user-friendly interfaces to access and 
manage their data. Google offers data management and Privacy Check platform de-
signed with figures, animations, including short and understandable documents, and a 
control panel to manage all related data and information collected by Google. As 
much as personal data is being processed, such data control panel should be design as 
easy to be used by all users.  
Finally, one may wonder to ask, what will happen if Data Protection by De-
sign principles are implemented? First of all, the systems as well as the data will be 
secured in Lifecycle Protection which stresses the importance of the continuous and 
standard data security applications, and their balance between the functionality of the 
system and users’ rights. As long as new technological developments, such as Artifi-
cial Intelligence and robots, become a part of people’s daily life, there is a positive 
signal for ongoing changes and improvements in the data protection field both from a 
legal and practical point of view. For this reason, data protection is such a dynamic 
field which requires constant system monitoring to keep the level of protection or im-
plementations, or to create even higher protection tools. Secondly, if the DPbD princi-
ples are followed, any actor involving the data processing activity will found them-
selves in a Win-Win position. In this way users could use the system without any 
doubt about how their data is being used, and as a result of the DPbD, the system 
stakeholders ensure adequate level of data security within the systems which they can 
reflect to the users and data protection authorities whether they are in compliance with 
the privacy policies, rules and legislation.   
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To summarize these thoughts, we argue that all parties of operating and using 
a Fog application related to a member State of the EU should be aware of the GDPR, 
and PET is an approach that could be applied in IoT/Fog/Cloud environments. The 
possible Fog use cases we depicted in Figure 16.1. highlight that multitenancy is even 
more existent in IoT and Fog environments than in purely cloud setups, and the num-
ber of participating entities is also higher (specifically in multiple Fog regions), which 
means that the correct identification of controller and processor roles are crucial. 
16.6 Future research directions 
The result of our investigation shows that the Data Protection by Design principle 
could reduce possible privacy harms of IoT applications in Cloud and Fog environ-
ments by combining the Data Protection Impact Assessment and the Data Protection 
Enhancing Technologies. In the future we plan to further analyze IoT, Fog and Cloud 
use cases and perform legal role mappings to reveal responsibilities and provide hints 
for designing and operating applications in these fields. 
16.7 Summary 
Following the recent technological trends, IoT environments generate unprec-
edented amounts of data that should be stored, processed and analyzed. Cloud and 
Fog technologies can be used to aid these tasks, but their application give birth to 
complex systems, where data management raises legal issues to comply with. The Eu-
ropean Commission has started to modernize its legal system for the protection of per-
sonal data to respond to the use of these new technologies to strengthen users' influ-
ence on their personal data, to reduce administrative formalities, and to improve the 
clarity and coherence of the EU rules for personal data protection. To achieve these 
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goals, the Commission created a new legislative proposal, called General Data Protec-
tion Regulation, which we analyzed in this chapter in detail.  
In this chapter we also introduced Fog characteristics and security challenges in the 
light of the new European legislation. We further detailed the data protection by de-
sign principle, and suggested the use of Privacy Enhancing Technologies to comply 
with the regulation and to ease the management of Fog environments. 
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